COMfortel D series: Microsoft Teams integration	Last update: 19.11.2021

Inhalt
General	2
Step 1 – Create a Microsoft Graph Client ID	2
Step 2 – Configure XML template	6
Step 3 – Upload the Microsoft Teams template into the phone	7




[bookmark: _Toc64114345]General
Requirements:
· Update COMfortel D series to version 1.8 or higher
· [bookmark: __DdeLink__750_655326384]Import of the Microsoft Teams template file teams_refresh.xml
· Supported terminals: COMfortel D series
Important note: The Microsoft Teams API is used for the Microsoft Teams integration. The API is in a beta stage and currently only allows querying the presence state. It’s not possible to change the Teams state via this API.

[bookmark: _Toc64114346]Step 1 – Create a Microsoft Graph Client ID
To get access to the presence information of Microsoft Teams, you have to register an application with Microsoft. This is the only way to gain access to the required API.
Important: The client ID is the ID of the registered application. This only needs to be created once for the entire company. It is then used for all COMfortel D series devices. This means steps 1 and 2 only have to be carried out once.
[image: ]The website https://docs.microsoft.com/de-de/graph/toolkit/get-started/add-aad-app-registration explains how to perform an application registration in the Azure Active Directory and thus create a client ID. The client ID is needed in step 4 to perform the initial authentication.
The default settings can be adopted during the initial setup.
By pressing the Register button, the application is registered and the client ID is already created.




[image: ]After an application registration has been created, it must still be configured. If you are not automatically forwarded to the configuration page, you must select the application you have just created (e.g. COMfortel_Lua) from the list of registrations.
Then the client ID (application ID) can be seen and further settings can be made:






The next step is to add a Redirection URI.

[image: ]Via Add a platform, Mobile and desktop applications must now be selected as the platform.




[image: ]







[image: ]Then the first option aka 
https://login.microsoftonline.com/ common/oauth2/nativeclient must be selected.
Pressing the Configure button accepts the selection.











[image: ]
Now the API permissions Presence.Read.All and User.ReadBasic.All must be added.
To do this, select View API permissions.



[image: ]
Further permissions can then be found via Add a permission.






[image: ]Next, select Microsoft APIs and then Microsoft Graph. 







[image: ]

Then select Delegate permissions.


[image: ]Use the search field to find and select the two API permissions Presence.Read.All and User.ReadBasic.All. 






[image: ]These two API permissions must still be set to "granted" for your organisation. Administrator rights are necessary for this!

The status can be checked via the View API permissions button.


[image: ]
Then select Grant admin consent for "...".








[bookmark: _Toc64114347]Step 2 – Configure XML template
[bookmark: __DdeLink__747_655326384]Open the XML template teams_refresh.xml with a suitable editor. 
Now find and edit the lines 7 and 55.
	7
	[bookmark: __DdeLink__745_655326384]local content = "client_id=[Client-ID]&scope=presence.read&redirect_uri=...

	…
	

	55
	local tokenRequestContent = "client_id=[Client-ID]&scope=presence.read...


The client ID (application ID) from step 1 must be inserted between   client_id=   and   &scope.
Examples: 
local content = "client_id=5f3ca41b-5f46-476f-972f-ffbffc4ce69b&scope=presence.read
local tokenRequestContent = "client_id=5f3ca41b-5f46-476f-972f-ffbffc4ce69b&scope=presence.read
Then save the XML template.




[bookmark: _Toc64114348]Step 3 – Upload the Microsoft Teams template into the phone
The Steps 3 to 11 must be repeated per phone. 
Log in to the web interface of the target phone (e.g. COMfortel D-600 IP address 192.168.0.201).
[bookmark: __DdeLink__764_655326384]Upload the XML template teams_refresh.xml modified in step 2 into the phone. 
[image: ]
1. Select Backup and restore in the navigation on the left-hand side. 
2. Select the button Browse under Restore backup and select the file teams_refresh.xml.
3. Transfer the template to the phone with the Import button.
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() Refresh Q Got feedback?

@ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This
column may not reflect the value in your organization, or in organizations where this app will be used. Leam more

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions
should include all the permissions the application needs. Learn more about permissions and consent
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To view and manage permissions and user consent, try Enterprise applications.
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A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

@ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This
column may not reflect the value in your organization, or in organizations where this app will be used. Leam more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions

should include all the permissions the application needs. Learn more about permissions and consent

min consent for Auerswald GmbH & Co. KG

Type Description Admin consent reg...
\Microsoft Graph (3)

Presence Rezd.All Delegated  Read presence information of all users in your... No

UserRead Delegated ~ Sign in and read user profile No

UserReadBasic All Delegated  Read all users' basic profiles No

To view and manage permissions and user consent, try Enterprise applications.
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@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will
continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to
Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
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